
Congratulations on your new Rabobank Betaalpakket. Now you have 
your new account, we would like to give you some advice on the safe 
use of your account with Rabobank as well as our payment services. 
This leaflet explains a number of points in relation to our security rules, 
which are described in more detail in the Terms and Conditions.

These rules exist because we can only keep banking (including Rabo Online Banking) safe if we,  
that is our customers and the bank, work together to do so. All our security measures are based on  
the assumption that our security rules will also be observed by you. These rules, as stated in the  
Terms and Conditions, are leading.  
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The following security rules apply: 
1. Keep your security codes secret 
2. Make sure that no one else can use your bank card, credit card  

(if applicable), or device (i.e., phone, laptop, or PC) 
3. Make sure that the devices you use for banking are secure 
4. Check your account regularly
5. Report incidents to us immediately, and follow our instructions
6. Do not allow anyone else to control your device

A further explanation for each rule is given below. In cases where an explanation applies to several 
points, we have included it with the first relevant point.

Important issues for use



Good to know: Criminals are active in the Netherlands as 
elsewhere in the world. They can be inventive and find other 
ways to mislead you and steal money from your account, 
such as using a fake e-mail, an SMS, or phone call.  
So, be extra alert if someone contacts you in relation to  
your account or your bank card, credit card (if applicable),  
or device (i.e., phone, laptop, or PC). 

Contacts for loss, theft, suspected fraud, or other incidents 
The following contact phone numbers to notify loss, theft, 
suspected fraud and other incidents can be reached  
24 hours a day, 7 days a week:
• From the Netherlands: 088 722 6700
• From outside the Netherlands: +31 88 722 6700

Important

Let’s start with our Terms and Conditions: they contain 
further rules and additional information. Please read this 
document. It includes information on how to use your 
Betaalpakket, how the Rabo Scanner works, the rules 
applying to joint accounts (if applicable) and powers of 
attorney (if possible), and how we treat your personal 
information. We would like to draw your attention to  
a few of these rules:
• Make sure you inform the bank immediately of changes 

to your situation, for example if you change your address, 
or if your telephone number or e-mail address changes.

• There is a monthly fee for using your Betaalpakket which 
will be deducted from your current account. 

• If you wish to allow your partner to use this account, 
check with us whether this is possible in your case. If it is 
possible, your account will then become a joint account. 
Either of you may then use the account individually, and 
may also notify us of changes individually. Either of you 
may also close the account individually. 

• You may only use the Betaalpakket for purposes that do 
not violate (Dutch) law. 
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Back to rules to help you 
keep your money safe
1. Keep your security codes secret
All security codes are just as important as your PIN code. 
You must keep all security codes secret. All codes you obtain 
from us or create yourself are just as important as your PIN 
code. This includes the S-codes you create with the Rabo 
Scanner or the signature codes you create with the Rabo 
Scanner. If someone else knows one of these codes, they 
could use it for fraudulent purposes. 

Does that mean Rabobank will never ask you for a security 
code outside of Rabo Online  Banking? Yes. Neither 
Rabobank nor any of our employees will ever ask you to 
disclose a security code by e-mail, verbally, by SMS, in 
person, or in any other way. If you are asked for a security 
code, it means that a fraudulent act is being committed.

What can you do if you cannot remember your security 
codes? Do not write codes down or save them anywhere. 
However, if there is really no other alternative, record the 
codes only in a way that will make them unrecognizable to 
anyone but you. If you do this, do not keep this encoded 
information with the bank card or credit card you use for 
your banking. Keep it in a separate place, where no one  
can find it. 

2. Make sure that no one else can use your bank card, credit 
card (if applicable), or device (phone, laptop, or PC)  
Your Betaalpakket is personal: only to be used by yourself. 
So, make sure that nobody else uses your bank card, credit 
card (if applicable), or device (phone, laptop, or PC). Check 
regularly that your bank card, credit card (if applicable), or 
device (phone, laptop, or PC) is still in your possession.

We will never ask you to send your bank card or credit card 
(if applicable) back to us or to a third party. If you have a 
problem with your card and it needs to be replaced or when 
you are issued with a new card , you will be instructed to cut 
through the old card. Never pass your card to anyone else. 
This includes to a visitor to your home claiming to be an 
employee of our bank.

can find it.
Good to know:
•  We will never ask you to transfer money by phone 

or using a link in an SMS or e-mail.
•  We will never send you an e-mail asking for your 

security codes. 
•  We will never send you an e-mail with a link to log 

in Rabo Online Banking.
•  Check first that it was us who sent you a color 

code before scanning this color code in order to 
log in Rabo Online Banking or sign a payment 
transaction. 

Page 3/4 Rabobank betaalpakket  -  Important issues for use    March 2022



3. Make sure that the devices you use for banking are secure 
Make sure that the software installed on the device you use for banking, 
such as your PC, tablet and/or smartphone, is kept up to date with the 
latest security updates. Installed software means your operating system 
and security software, such as your virus scanner and firewall.

Do not install illegal software. Secure access to the device you use for 
banking with a password. Also, make sure that apps provided by us 
on the device you use for banking cannot be used by unauthorized 
persons. Always log out after you have completed any banking 
transactions.

4. Check your account regularly
Always check account information as soon as possible for any payments 
that you have not authorized. You should do this every two weeks as a 
minimum when you receive statements in digital form. If you receive 
your statements in hard copy form only, you should check them within 
two weeks of receipt. If we suffer losses because you were unable to 
check your account transactions for an extended period, we may ask 
you to demonstrate that this was not reasonably possible.

5. Report incidents to us immediately and follow our instructions
You should contact us immediately in the case of the following:
• you no longer have your bank card, credit card, or device (phone, 

laptop, or PC) in your possession, or you do not know where they are
• you know or suspect that someone else knows a security code,  

or has used it
• you see that payments have been made from your account that you 

have not authorized
• you no longer have a mobile device on which one of our payment or 

banking apps is installed, unless you have given it to someone else 
and removed the apps before doing so.

You should also contact us immediately if you notice anything unusual, 
such as a different login procedure. We can block the device to prevent 
(further) losses. If we give you instructions, for example to prevent new 
incidents, you must follow these instructions. In this case, we will never 
ask you to reveal security codes. See the contact details below. 

6. Do not allow anyone else to control your device
If you allow someone else to control your device, for instance someone 
who calls you claiming to be an employee of a tech company wanting 
to do maintenance or a repair to your device software, they could install 
malware. Or, your security codes could be disclosed to someone who 
will steal your money. 

Language
This note is written in English.  
The contract and the Terms and 
Conditions are in Dutch. Other 
information you receive from the bank 
will also be in Dutch. If necessary,  
you should ask someone to translate 
this for you. It is your responsibility  
to understand these documents. 

For more information, visit 
Rabobank.nl/veilig 
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